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The General Data Protection Regulation (GDPR) which comes into force across Europe on 25th May 
2018, and any organisation that keeps personal data must comply. This article explains FOC’s 
responsibilities, describes how we discharge them in a compliant manner and informs you of your 
rights under the new legislation. 

What is GDPR? 

GDPR expands existing Data Protection Regulations and widens their scope. It requires that personal 
data on members (“data subjects”) must be:  

a) processed lawfully, fairly and in a transparent manner in relation to individuals; 

b) collected for specified, explicit and legitimate purposes and not further processed in a 
manner that is incompatible with those purposes; 

c) adequate, relevant and limited to what is necessary in relation to the purposes for which 
they are processed; 

d) accurate and, where necessary, kept up to date; every reasonable step must be taken to 
ensure that personal data that are inaccurate, having regard to the purposes for which they 
are processed, are erased or rectified without delay; 

e) kept in a form which permits identification of data subjects for no longer than is necessary 
for the purposes for which the personal data are processed;  

f) processed in a manner that ensures appropriate security of the personal data, including 
protection against unauthorised or unlawful processing and against accidental loss, 
destruction or damage, using appropriate technical or organisational measures. 

How does FOC comply? 

Under the legislation, FOC becomes the Data Controller for the personal data it holds on current 
members, past members and prospective members. That personal data is held in a database within 
the Wild Apricot system and in other secure storage tools used by the Committee in the course of 
their duties for the Club.  

Our policy for compliance with GDPR is as follows: 

(i) FOC has a legitimate reason to hold your personal data: FOC holds personal data to 
allow it to service members in regard to subscriptions, FOCUS circulation, event 
organisation and general communications. We also archive ex-members’ personal data 
to allow us to re-engage with them at a future date.  

(ii) FOC holds your personal data securely:  

a. FOC’s record of members’ personal data is held securely on the Wild Apricot 
platform. Wild Apricot is a third-party Data Processor, located outside the EU at the 
following address: 



Wild Apricot Inc.  
144 Front Street West  
Suite 725  
Toronto, Ontario M5J 2L7  
Canada 
 
Wild Apricot uses appropriate technical measures to keep FOC’s data secure. The 
Wild Apricot privacy statement can be found at: 
https://www.wildapricot.com/PrivacyPolicy.  

b. The Membership Secretary manages personal data about members in his own 
software, scripts and tools which involve the use of a secure Dropbox account. 
Dropbox is located outside the EU at the following address: 

Dropbox, Inc. 
333 Brannan Street 
San Francisco, CA 94107 
United States 

Dropbox uses appropriate technical features to keep the Membership Secretary’s 
data secure. The Dropbox privacy statement can be found at: 
https://www.dropbox.com/privacy 

c. The Committee Secretary maintains notes, records, accounts and meeting 
agendas/minutes on a Google Drive account. Google LLC is located outside the EU at 
the following address: 
 
Google LLC 
Mountain View 
1600 Amphitheatre Parkway  
Mountain View,  
CA 94043  
United States 
 
Google Drive is protected by appropriate technical measures to keep the Committee 
Secretary’s data secure. Google’s privacy statement can be found at: 
https://policies.google.com/privacy 

d. The contents of the Committee Secretary’s Google Drive account are made available 
in read-only form to other members of the Committee to allow them to conduct the 
business of the Club. All Committee members are legally required to comply with 
the conditions of GDPR when handling personal data, including using appropriate 
technical measures to keep copies of that data secure. 

iii) FOC uses your personal data responsibly: FOC uses the personal data it holds for the 
purposes of administering the Club. When new members join the Club, they will be 
required to provide their consent to having their personal data processed by the Club 
and included, if they wish, in the Yearbook. With the exception of providing the FOCUS 
mailing list to our printers, FOC does not otherwise disclose, share, sell or distribute 
personal data in its database. For example: if a Member orders merchandise, then as 



part of their order whatever necessary personal data is required (such as their name for 
an FOC badge) will be provided by the Member in their order, rather than relying on FOC 
acting as a Controller is such cases; Members may, under password control, download a 
list of current members, but that download contains only Salutation and Callsign and 
FOC Membership Number, which we consider to be pieces of information that are in the 
public domain in the context of amateur radio. 
 

iv) FOC allows members to know what we keep and why: FOC keeps the following 
personal data for entries on the database (note that not all entries have all of the 
following fields completed):  

• Full name and title, salutation (on air name),  
• Primary callsign,  
• Partner’s name,  
• FOC membership number,  
• Other callsign(s),  
• Postal address,  
• E-mail address,  
• Personal web site  
• Telephone number(s),  
• FOCUS mailing preference,  
• Information related to subscription renewal dates (but not any bank or PayPal 

information),  
• Date of last log-on to the system,  
• Joining date,  
• Renewal date,  
• Donations made,  
• Attendance at events, 
• Yearbook privacy preferences, 
• General administrator’s notes.  

In addition, for each email sent from Wild Apricot, we use a feature to help us know if 
the email has been delivered and opened. 

Under GDPR, we will be retaining existing data as it is necessary for FOC and in 
members’ interests (forming a “legitimate interest” under recital 47 of the GDPR) but 
we’ll be reminding members to check that their personal data is accurate, and we’ll ask 
new members for their explicit consent. 

v) FOC allows that those whose personal data we keep may request some or all of it to 
be updated or deleted: Only Administrators can delete data from the system. If any 
person would like personal data removed from their database record they should 
contact the Committee Secretary with a request. 

Members may access and update their own primary data by using their secure log in 
password on the FOC web site. This is also how any inaccuracies or changes in your 



personal data can be updated at any time. Individual passwords are not visible to any 
other users (including Administrators). Administrators, who would normally be 
Committee members, can access all data on the system and help with any requests to 
edit or remove data if requested, to comply with the GDPR legislation. 

With respect to a legitimate interest existing member FOC and its members: 

a. The Club will continue to publish the members’ directory in the Yearbook and 
include all existing members. All new members will be asked to provide their 
consent to appear in the Yearbook. Any member may withdraw their consent to be 
included in the Yearbook at any time. 
 

b. With respect to the personal data stored in Wild Apricot or held by the Membership 
Secretary, whilst it is the right of any person to have their personal data deleted, 
removal of personal data that would result in FOC being unable to service a 
membership or which created a significant ongoing load on any of our volunteers 
may result in that person’s membership being suspended. This will only happen 
after a proper level of discussion has taken place and no reasonable arrangement 
could be found, or when the request could reasonably be deemed to be vexatious. 
 

vi) FOC does not retain personal data for longer than is necessary for the reasons it was 
held in the first place: FOC Committee believe the following periods to be reasonable to 
allow it to function in a responsive manner: 

a) Members: All data to be retained for the period of their membership. 
 

b) Ex-Members: All personal data to be retained for seven years after cessation of 
membership, and a record of their callsign and FOC number will be retained 
indefinitely along with the dates of the period of their membership. 
 

c) Non-Members: FOC will delete personal data relating to persons who are 
nominated, but fail to become members after 3 years. This is necessary to 
comply with items in the FOC constitution. 
 

vii) FOC has a nominated Data Protection Officer: The Data Protection Officer for FOC will 
be the Committee Secretary who may be contacted at the address listed on the Club 
web site, or in the inside cover of FOCUS. The Data Protection Officer will be responsible 
for informing the Information Commissioners Office within 72 hours, if there is a 
suspected breach of security affecting personal data. 


